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Subliminal Channel - Steganography
using EIGamal Signature Bob was put in jail.

Subliminal Channel - Pasagmonés Kanalas
Pasléptas Kanalas

Grafity pictures

>>p= 268435019; % 2/28-1-->>>int64(2"28-1) % ans = 268 435 455

>> g=2; % >> dec2bin(2728-1)
%ans=111111111111111111111111 1111

>> p=int64(268435019;

>>g=2;
ElGamal Signature: Sign(PrK,h)=G=(r,s) ﬁ i //(3 )
Alice >> z=int64(randi(p-1))
— Pra = x z= 100497451 z= 100497451
Hello | . sign }
Bob |2 - >> c=mod_exp(g,z,p)
e ¢ = 91968695 ¢ = 91968695
r
'}o
Bob
Hello
4— Verify -
Bob ¢ Alice's
public key

Let M is a message to be signed which can be arbitrary chosen.

To sign M the h-value of M must be computed: h=H(M).

The secret message to be sent is a number k satisfying the following conditions:
1. Number k<p.

2. ged(k, p-1)=1.

1.Signature generation on h: Alice generates secret number k<p, ged(k, p — 1) =1, k and p-1 are relatively prime.
The secret message Alice intends to send to Bob is encoded by k.

Compute k! mod (p-1): k*mod (p — 1) exists if ged(k, p — 1) = 1, k and p-1 are relatively prime.

k’* can be found using either Extended Euclidean algorithmt or Euler theorem

>> k_ml=mulinv(k,p-1) % k'mod (p-1) computation by Octave

Compute r=g“mod p

Compute s=(h-z*r)*k’* mod (p-1) --> k=(h-z*r)*s' mod (p-1).

Signature 6=(r,s)

For subliminal channel creation s mod (p-1) must exists, such that s*s?=1 mod (p-1): gcd(s,p-1)=1.
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>>s_ml=mulinv(s,p-1) % s'mod (p-1) computation.

>> p = int64(268435019)

p = 268435019

>> M="'Bob | wait you'
M = Bob | wait you

>> s=int64(126312337)
s =126312337

>>s ml=int64(212931827)
s_ml=212931827

>> g=2; >> h=hd28(M) >> ged(s,p-1) >>mod(s*s_m1,p-1)
>> z=int64(randi(p-1)) h = 240745341 ans=1 ans=1
z = 7688965

>> c=mod_exp(g,z,p)
c=217126641

Ged (£,p-1) =4
. M, 5= (P)IS)

C

B b =HM)

2.Signature on h verification

A signature (r,s) on message h is verified as follows.

1. 1<r<p-1 and 1<s<p-1.

2.Vl=g"mod p, V2=c'r*mod p, and V1=V2.

The verifier accepts a signature if all conditions are satisfied and rejects it otherwise.

2.Secret message k recovery from the equation

s=(h-z*r)*k*mod (p-1) /*k

s*k=(h-z*r)*k? *k mod (p-1)

s*k=(h-z*r) mod (p-1) /*s?

s must satisfy the condition that s mod (p-1) exists, such that s*s'=1 mod (p-1).
s1*s*k=(h-z*r)*s! mod (p-1)

k=(h-z*r)*s* mod (p-1)

>>s_ml=mulinv(s,p-1)

>> k=mod(h-z*r,p-1)

k=int64(206415161)
gcd(k,p-1)

ans=1
r=mod_exp(g,k,p)
r=113543563

Subliminal Channel - Steganography
Using Schnorr Signature

M - ﬁ?/éﬂwﬁ mzéf%gz “o fe s{glﬂgdn
k - secrel m&%@%& 1o bo cenl,
N :gk wiod P ’
h=H(MIIP)
S=k+zxh mod(p-1)

——etl .
ged(z,'p-1) = 1, then z *mod(p-1) exists.

MB: h = H(M”I")

Ve :40;5 W/W/P
\ vz=r4*c"/z/mdp
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S=RK+ Z2xnh mod([7-4) V1 "g; mm
\{z—w “c maﬂ/P
Vi = V2
k:@“Z*h>Vﬂﬂdé®’0

>> p= int64(268435019) >> M='Bob | wait you impatiently’ >> k=int64(randi(p-1)) >>V1=mod_exp(g,s,p)

p = 268435019 M = Bob | wait you k =21398217 V1 =63032245

>> g=2; >>h=hd28(M) >>r=mod_exp(g,k,p) >>c_h=mod_exp(c,h,p)
>> z=int64(randi(p-1)) h = 240745341 r=92029919 c_h=62405921

z = 7688965 >> s=mod(k+z*h,p-1)  >>V2=mod(r*c_h,p)
>>c=mod expl(g,z,p) s = 34241676 V2 =63032245

c=217126641

>> kk=mod(s-z*h,p-1)
kk =21398217

Bit Commitment using H-function

92 ¢ Shoudd 1 nonkl el vy biteoivs 7
A Dot hioiteg T lewow the price dor €hQ noxt vnmowth.
B Thev 480 wme /pééa/%,
£ 1YW 4ell Yo M,exfmﬁf/zj a7 57/ you vl v
vow ZWWW%% give wme  SB]C,
j%; How A s 19 kuwow we M&fv% Aze ny%{ﬂ/ziﬂéf?
e We pom whe Bit Comwilwion? sctromre,

Bit Commitment using

BTCL-NM  tesvomy b2
h = H(BTe-NM || ravd ) Mbor L moonth

18T¢ = 2¢ 000 B
Sevrol me Fort quess

W = H (BT~ ¥M | rand)
h 2h

Bit Commitment using Hashed Message Authenticated Code - HMAC

BTc- AN M |l rand
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L k=p¢sho56(=z) B k=¢eb256(2)
s(ymmefr&/; key

HMAC Ck, BIL-NM Hmwd):A h L dend e ot gless
Send me Hashed data %{'ﬁéf‘ / Wl/om/f/z
EV)&(’() gré'/(/M//(Mﬁ})::c c D&(k,&>:BTé‘MM ”Wd

h' = U (1, 8T, Ml mwd)
1{ h=h'—> ﬁfﬂcﬂ%@d
Bic- MM,

Bit Commitment using RSA cryptosystem approach modification

pas bits arithaetics; we Wil whe 2X bits anthm,

_ itz L p | =4024 bi<
S ponehitod at @eindbrn. | 4| = W02 L LE
N it D%iw;'c; i% wmﬂm‘;a’@ p(n)=(p-0)- (41 = -

0. Rsh module :
93. Canrdlonr Reh exponent £ : ged (e,¢>)6:4 s computed,

7 >>e=2"16+
Acmroﬂnj to RSA ctlandaed e = Zk L. > e 1611
Y, The mnyzge &W@V?f o & /Mﬂﬂ/¢ s W/’V’/%ZLM/ ’ >> isprime(e)
ans=1
o= & modd =& o e mod P = 1.
5 O-lk=d; Puk=(,e).

We we [n|= 258 bitz [Pl =\q| = 1ubitz

PoA k,? g%ﬂf/’ﬁfiﬁﬁ!

RSA textbook encryption
20Y¥

W~ message w £ on N2 ;o |ml< 2048 bits
m mpd N = W // ;
R . Pl o 7 : PMKA:(V),@); RKA:J,
_ e >> mm=mod_exp(c,d,n)
c :;;nc(PML(A 7w\>:m i p D@C(PrkA, C) =m = mm = 111222333
>>m=int64(111222333F«—’C——4——> = cY vmwd b =

m = 111222333 oNd ed_
>> c=mod_exp(m,e,n) = C/)? = m — =A4
¢ =51722206 _ ed mv mm{ n =

= M adn = redn =
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RsA texthork @mért/fﬁ'ﬁ/l % ol MM/MA%— Lz WpZ”/;,«»gMZZg'ZLL[,

Key Generation

Pblic Papamder PP:[,D) P~ sy be rous prime

\7%: /(A: (64{/ O!A) QK :(Zgj 629) %Pﬁf/ﬂﬂl{/ k&a‘ﬁ
@A‘dA =4 maod QD“J> Ep - Cé =4 wed (p-1)

@, = cand( : gcod (e, p-t1) =4 =0V d, = e;f Mﬂ/(P—i)

da=exlmodp ds=esgt modp

>> p=int64(268435019) >> eB=int64(randi(p-1))

p =268435019 eB =175845008

>> eA=int64(randi(p-1)) >> gcd(eB,p-1)

eA=113108923 ans =2

>> gcd(eA,p-1) >> eB=int64(randi(p-1))

ans=1 eB =213299919

>> dA=mulinv(eA,p-1) >> gcd(eB,p-1)

dA = 114348687 ans=1

>>mod(eA*dA,p-1) >> dB=mulinv(eB,p-1)

ans=1 dB = 182812595
>>mod(eB*dB,p-1)
ans=1

M= mesage © Bitwin geice wext monts

7 EM&rW/{é M with mﬂry/ﬁﬁ% fertion tnc crd
sends ciphoptect e 40 13, M = p,
Epc (€, M)= M mad p = ¢,
Cy

:{%; Fne C@B}Cijicieawﬂd ]'D’_': C,

Co

A{“f&r 4 vonth

ﬁ:c3:c§/“modp

Cz
E: Cl/: Cdg _
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:CCZJA)O{B :(CC_(_ZB da G{E _
€s\d Oﬁ
:K@%g’j )A) Lo P =
2ada)es de ) mo -1
g, dy wod (p-1) =1 & ¢, dg madl (p-1) =4
Wy M




